DATA PROCESSING GENERAL TERMS AND CONDITIONS
CAC PIEU KHOAN VA PIEU KIEN CHUNG VE XU LY DU LIEU

This Data Processing General Terms and Conditions (“DPA”) forms a part of the Ecolab3D Program General
Terms and Conditions (“General Terms and Conditions”) and is entered into by and between Ecolab Inc. or
one or more of its Affiliates and Customer (each a “Party” and collectively the “Parties”). The terms used in
this DPA shall have the meanings set forth herein. Terms not otherwise defined herein shall have the meaning
given to them in the General Terms and Conditions, unless such term has a specific meaning under Data
Protection Law (as defined below), in which case the definition under Data Protection Law shall control.
Except as modified herein, the terms of the General Terms and Conditions shall remain in full force and
effect.

Cdc Diéu khodn va Piéu kién Chung vé Xir Iy Dit liéu nay (goi tdt la “DPA”) la mét phan ciia Cdc Diéu
khodn va Piéu kién Chung ciia Chwong trinh Ecolab3D (goi tat la “Cdc Piéu khodn va Piéu kién Chung”)
va dwege giao két boi va gitta Ecolab Inc. hodc mdt hay nhiéu Céng ty Lién két ciia Ecolab Inc. va Khdch
hang (sau day goi riéng la “Bén” va goi chung la “cac Bén”). Cac thudt ngit dwoc sw dung trong DPA nay
s€ c6 nghia nhir dwoc quy dinh tai day. Cac thudt ngit khong dwoc dinh nghia tai ddy sé co nghia nhu duwoc
quy dinh tai Cdc Piéu khodn va Piéu kién Chung, trir khi cdc thudt ngit dé cé nghia cu thé theo Phdp ludt
Bdo vé Dir liéu. Trir khi dwoc sira doi tai dady, cac thudt ngir cua Cdc Diéu khodan va Piéu kién Chung gir
nguyén hiéu lyc.

1. Definitions. In this DPA, the following terms shall have the meanings set out below and cognate terms
under Data Protection Law shall be construed accordingly:
Dinh nghia: Trong DPA nay, cac cum tie sau ddy co nghia nhw dwoc quy dinh dwoi ddy va cdc thudt ngir
twong tw theo Phap ludt Bao vé Dt liéu sé dwoc gidi thich twong trng:

1.1. “Controller” shall have the meaning ascribed to it by Data Protection Law or, if there is no such

definition in Data Protection Law, it means the natural or legal person, public authority, agency or other
body which, alone or jointly with others, determines the purposes and means of the processing of
Personal Information.
“Bén Kiém sodt Dir liéu” dwoc dinh nghia theo Phap ludt Bao vé Dir lieu, hodc néu Phap luat Bao vé
Dir liéu khéng dinh nghia, thi ¢é nghia la cd nhén hodc phdp nhan, co quan Nha nude, té chire hodc
cdc co quan khdc, tw minh hodc ciing nhau, quyét dinh cac muc dich va phwong tién ciia viée xir Iy Dir
liéu Ca nhan.

1.2. "Data Protection Law" means applicable state and international comprehensive data protection laws,
including, but not limited to (a) the European Union (“EU”) General Data Protection Regulation
(“GDPR”), European Economic Area (“EEA”) laws, and the GDPR as transposed into United Kingdom
national law by operation of section 3 of the European Union (Withdrawal) Act 2018 and as amended
by the Data Protection, Privacy and Electronic Communications (Amendments, etc.) (EU Exit)
Regulations 2019 (“UK GDPR”), together with the United Kingdom Data Protection Act 2018
(collectively “UK Data Protection Law”); (b) the California Consumer Privacy Act Cal. Civ. Code §
1798.100 et seq. (“CCPA”), and similar or other state data protection laws; (c) the Brazilian General Law
on the Protection of Personal Data (“LGPD”); and (d) other applicable, comprehensive data protection
laws with respect to any Personal Information processed under the General Terms and Conditions.

1.3. “Phdp ludt Bdo vé DiF ligu” co nghia la phdp ludt bao vé dir liéu toan dién cua bang hodc quoc té hién
hanh, bao gom nhung khong gioi han Quy dinh Bao vé Dit liéu chung (goi tat la “GDPR”) cua Lién
minh chdau Au (goi tat la “EU”), cac ludt cua Khu vuc Kinh te chdu Au (goi tat la “EEA”), va phién ban
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GDPR di dwoc dwa vao ndi ludt ciia Vieong quoc Lién hiép Anh va Bdc Ai-len théng qua Muc 3 ciia
Ludt (Ruit khoi) Lién minh chau Au 2018) va dwoc sira d6i béi Quy dinh vé Bdo vé Dit liéu, Quyén riéng
twr va Lién lac Dién tir (cac Sira doi, v.v.) (Rut khéi EU) ("GDPR ciia Vicong quéc Lién hiép Anh va Bdc
Ai-len"”) ciing véi Ludt Bao vé Dit liéu 2018 ciia Vieong quoc Lién hiép Anh va Bic Ai-len (goi chung la
“Ludt Bao v¢ Dit lieu Anh’”); (b) Ludt Quyén riéng tw ciia Nguoi tiéu dimg California Cal. Civ. Code §
1798.100 va sau dé (goi tit la “CCPA”), va cdc ludt bdo vé dit liéu twong dwong ciia cdc bang khdc; (c)
Luat Chung vé Bao vé Di liéu Cé nhdn ciia Brazil (goi tit la “LGPD ”); va (d) cac ludt bao vé dir li¢u
toan dién va hién hanh khéc cé lién quan dén bat ky Théng tin Cd nhédn nao dwoc xir Iy theo Cdc Piéu
khoan Chung.“Data Subject” means any identified or identifiable natural person as defined by Data
Protection Law.
“Chii thé Dir liéu” co nghia la bat ky thé nhédn ndo dwoc xdc dinh hodc cé thé xac dinh theo Phap lugt
Bao vé Dir liéu.

1.4. “Personal Information” means any personal information, as defined by the applicable Data Protection
Law (also known as Personal Data or Personally Identifiable Information (“PII’)) and including any
sensitive or special categories of data) that is processed under or in connection with the General Terms
and Conditions.

“Thong tin Ca nhdn” co nghia la moi thong tin ca nhan, theo quy dinh cua Phadp ludt Bao vé Dir liéu
(con dwoc goi la Dit liéu Cd nhan hodc Théng tin Dinh danh Cd nhdn (goi tdt la “PII”)) va bao gom
moi logi dit liéu nhay cam hodc dac biét dwoc xu ly theo hodc co lién quan dén Céc Diéu khodan Chung.

1.5. “Process” (including “process,” “processing,” and associated terms) means any operation or set of
operations which is performed upon Personal Information.

“Xwr ly” co nghia la bat ky hoac mot 56 hoat dong dwoc thuc hién doi véi T hong tin Ca nhan.

1.6. “Processor” shall have the meaning ascribed to it by Data Protection Law or, if there is no such
definition in Data Protection Law, it means a natural or legal person, public authority, agency or other
body which processes Personal Information on behalf of the Controller.

“Bén Xir Iy Dir liéu” c6 nghia theo Phdp ludt Bio vé Dir liéu, néu Phdp lugt Bao v¢ Dit li¢u khong
dinh nghia thi c¢6 nghia la mgt ca nhdan hodc phap nhan, co quan Nha nudc, 16 chirc hodc cdc co quan
khdc xit Iy Théng tin Cd nhdn thay mdt Bén Kiém sodt Dit liéu.

1.7. “Security Incident” means a breach of security leading to the accidental or unlawful destruction, loss,
alteration, unauthorized disclosure of, or access to, Personal Information.
“Sw cé An ninh” c6 nghia la sy vi pham an ninh dan dén viéc phd hity, mat mat, thay doi, tiét 1o hodc
truy cdp trdi phép vao Théng tin Ca nhdn mét cach vé tinh hodc bat hop phdp.

1.8. "Subprocessor" means any person (including any third party but excluding personnel of Ecolab)
appointed by or on behalf of Ecolab to process Personal Information in connection with the General
Terms and Conditions.

“Bén Xir Iy Dir liéu Thir cdp” c6 nghia la bdt ky ngueoi nao (bao gom moi bén thir ba nhung khéng bao
gom nguoi ciia EcoLab) dwge chi dinh béi hodc thay mdt EcoLab xir 1y Théng tin Cd nhdn ¢6 lién quan
dén Cac Diéu khodn Chung.

1.9. The other capitalized and non-capitalized terms used in the DPA shall have the same meaning as in Data
Protection Law, and their cognate terms shall be construed accordingly.
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2.

Cdc thudt ngir dwoc viét hoa va khéng dwoc viét hoa dwoc sit dung trong DPA ¢6 nghia twong tw nhi
trong Phap ludt Bao vé Dir liéu, va cac thudt ngir twong tw sé duoc hiéu twong ung.

Roles of the Parties
Vai tro cua cdac Bén

2.1. The Parties agree that, for the purpose of Data Protection Law, Customer is the Controller and Ecolab

2.2

3.

is the Processor in relation to the processing of Personal Information and that such terms will have the
meanings accorded to them pursuant to Data Protection Law.

Cdc Bén dong y rang, cho muc dich ciia Phdp ludt Bdo vé dir liéu, Khdc hang la Bén kiém sodt Dit liéu
va Ecolab la Bén Xuw Iy Dir liéu trong hoat dong xuwr [y Thong tin Ca nhdn va cdc thudt ngir do sé co
nghia twong wng nhu trong Phadp ludt Bao vé Dir liéu.

Where Data Protection Law does not specifically utilize the terms Controller and Processor, the Parties
shall be defined by the roles aligning with the cognate terms for Controller and Processor under the
particular, applicable Data Protection Law. ‘

Trong truong hop Phdp ludt Bao vé Dit liéu khéng sir dung cu thé cdc thudt ngit Bén kiém sodt DiF liéu
va Beén xur Iy Dit liéu, cac Bén sé duoc xac dinh theo vai tro phi hop voi cdc diéu khodn c¢é néi dung
fwong tir danh cho Bén kiém sodt Dit liéu va Bén xir ly Dit liéu theo Phap ludt Bao vé Dir ligu hién hanh
cu thé.

Mutual Assurance of Compliance
Ddm bdo Tudn thu Chung

3.1. Each Party acknowledges and confirms that it will comply with all applicable requirements of Data

3.2

4.

4.1.

Protection Law and the terms of this DPA in relation to its processing of Personal Information.

MGéi Bén hiéu va xdc nhéan rdng € tudn thi tat ca yéu cau dwoc ap dung cua Phap ludt Bao vé Dir liéu
va cdc diéu khodn ciia DPA ¢6 lién quan dén hoat déng xir Iy Théng tin Cd nhén ciia minh.

Customer and Ecolab shall be separately responsible for conforming with such statutory data protection
provisions as are applicable to each of them, and nothing in the DPA shall relieve a Party of its own
statutory obligations.

Khach hang va Ecolab sé chiu trach nhiém doc lap cho viéc tuan thu cac quy dinh vé bao vé dir liéu
dwoc dp dung cho cdc bén, va khéng quy dinh ndo trong DPA mién trir mot bén khéi cdc nghia vu ciia
bén do.

Obligations of Ecolab

Nghia vu cua Ecolab

Ecolab shall:
Ecolab co nghia vu:

4.1.1. retain, use, disclose, transfer or otherwise process the Personal Information only for the specified

purpose of performance under the General Terms and Conditions as set out in Section 8 below;
Chi luu gitt, sur dung, tiét 19, chuyén giao hodc bang cach khac xit Iy Thong tin Ca nhdn cho muc
dich thuc hién Cac Diéu khoan va Diéu kién Chung dwoc néu tai Muc 8 dwoi day,

4.1.2. process Personal Information only on documented instructions from Customer (as reflected in the

General Terms and Conditions or other written or verbal communication);
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Chi xu Iy Thong tin Ca nhdn theo chi dan bang van bdn cua Khach hang (nhw dwoc néu trong Cdc
Diéu khoan va Piéu kien Chung hodc thong qua giao tiép bang van ban hodc loi noi khac);

4.1.3. not sell or “share” Personal Information, as those terms are defined by specific Data Protection Law

(e.g. CCPA), including for cross context or targeted advertising (any limitation on “sharing” shall
not apply to Ecolab’s use of Subprocessor or other third parties for data processing where necessary
to fulfill its obligations under the Program and Terms);
Khong ban hoac “chia sé” Thong tin Ca nhan, la nhitng thuat ngir da dwoc Phap ludt Bao vé Dir
liéu (vi du: CCPA) quy dinh, bao gom qudng cdo theo boi canh xdc dinh hodc qudng cdo hwéng doi
tirong (moi han ché vé “chia sé” khong dp dung doi véi viéc Ecolab sir dung cdc Bén xir Iy Dit liéu
Thir ccfp hodc bén thir ba khéc dé xir ly dir lieu khi can thiét dé thuc hién cdc nghia vu cua Ecolab
theo Churong trinh va Cdc Diéu khodn);

4.1.4. not retain, use, or disclose Customer’s Personal Information (i) for any purpose other than the

business purposes specified in the General Terms and Conditions (including retaining, using, or
disclosing the Customer Personal Information for a commercial purpose other than the business
purpose specified in the Program) or as otherwise permitted by applicable Data Protection Laws, or
(i1) outside of the direct business relationship between Customer and Ecolab;
Khéng luu trit, sir dung hodc tiét 16 Thong tin Cd nhan ciia Khach hang (i) cho bat ky muc dich nao
ngoai myc dich kinh doanh dwoc néu tai Cac Diéu khoan va Diéu kién Chung (bao gom heu triv, sir
dung hodac tiet 16 Ty hong tin Ca nhan cua Khach hang cho muc dich thwong mai ngoai muc dich kinh
doanh duoc néu trong Chwong trinh) hodac bc%ng cach khac dwoc Phap ludt Bao vé dir liéu hién hanh
cho phép, hodc (i) nam ngodi quan hé kinh doanh truc tiép giita Khdach hang va Ecolab;

4.1.5 not combine Customer Personal Information regarding an individual that Ecolab receives from, or on

behalf of, Customer with Personal Information that it receives from, or on behalf of, another person,
or collects from Ecolab’s own interaction with the individual, provided that Ecolab may combine
Customer’s Personal Information to perform any Business Purpose as defined and permitted under
applicable Data Protection Law;
Khéng két hop Théng tin Cd nhdn ciia Khdch hang c6 lién quan dén mét cd nhdn ma Ecolab nhdn
duwoc tir, hodac dai dién cho Khach hang voi Thong tin Ca nhdan ma Ecolab nhdn dwoc tir, hoac dai
dién cho nguoi khdc, hoac thu thap tir hoat dong twong tac cua chinh Ecolab voi ca nhan do, voi
diéu kién la Ecolab cé thé két hop Thong tin Cd nhan cua Khach hang dé thuc thuc hién bat ky Muc
dich Kinh doanh nao dwoc Phap luat Bao vé Dir liéu hién hanh cho phép;

4.1.6. ensure that persons authorized to process Personal Information have committed themselves to
confidentiality or are under an appropriate statutory obligation of confidentiality;
Pdam bdo rang nguoi duoe uy quyén xir Iy Thong tin Cd nhdn t minh cam két bao mdt hodc chiu
nghia vu bao mat theo ludt dinh;

4.1.7. review and implement updates or binding regulatory guidance with respect to new Data Protection
Law that are applicable to the General Terms and Conditions;
Ra soat va thuc hién cdc cdp nhdt hoac huong dan vé quy dinh co gia tri rang buoc cua Phap ludt
Bao vé Dit lieu moi dwoc ap dung doi véi Cac Piéu khoan va Diéu kién Chung;

4.1.8. make available to Customer all information necessary to demonstrate Ecolab’s compliance with its
obligations under the General Terms and Conditions. Customer may, upon reasonable written notice
to Ecolab, take reasonable and appropriate steps to stop and remediate any unauthorized use of
personal information by Ecolab; and

Ecolab Data Processing General Terms and Conditions v 5-2-24
Céc Diéu khoan va Bidu kién Chung vé Xir y Dit liéu ciia Ecolab v 5-2-24



Cung cdp cho Khéch hang tdt ca cdc théng tin can thiét mé ta viéc Ecolab tudn thi cdc nghia vu ciia
minh theo Cdc Piéu khodn va Piéu kién Chung. Khdch hang cé thé, theo théng bdo bang van ban
hop Iy ciia Ecolab, thic hién cdc bude hop Iy va phit hop dé ngirng hodc khdc phuc moi hanh vi siv
dung Thong tin ca nhan khong dwoc cho phép cua Ecolab; va

4.1.9. promptly, and without undue delay, notify Customer if Ecolab determines that it can no longer meet
its obligations under applicable Data Protection Laws.
Théng bdo cho Khdch hang mét cdach kip thoi va khéng bi tri hodan néu Ecolab cho rang minh khéng
tuan thu cdac nghia vu theo Phadp ludt Bao vé Dir liéu hién hanh.

4.2. The degree to which Ecolab directly receives a Data Subject request concerning a Customer’s Data

Subject, Ecolab shall notify Customer of such request. Ecolab shall forward such request to Customer
and shall not respond to the Data Subject unless required by law. Upon Customer’s reasonable written
request, and the degree to which Customer is unable to fulfill a request without the assistance of Ecolab
through available self-service or other options, Ecolab shall provide Customer with reasonable
cooperation and assistance to enable a response to Data Subject’s request.
Mure do ma Ecolab truc tié}? nhan dwoc yéu cau ciia mot Chii thé Dit liéu c6 lién quan dén mot Chu thé
Dir liéu cua Khdach hang, Ecolab phai thong bao cho Khach hang vé yéu cau dé. Ecolab phdi chuyén
tiép yéu cau do cho Khach hang va khong duoc phan hoi Chii thé Dit liéu, triv khi dwoc Phdp lugt quy
dinh. Theo yéu cau bang vin ban hop Iy ciia Khdach hang va kha ning khong thé thyc hién yéu cau ciia
Khdch hang ma khéng c6 sw hé tro ciia Ecolab théng qua hé thong tw phuc vu ¢6 san hodc cac phwong
dn khac, Ecolab phai danh cho Khdch hang si hop tdac hop Iy va hé tro viée phan hoi yéu cau cia Chii
thé Dit liéu.

4.3. If Ecolab receives a legally binding request or inquiry from a public authority or regulator for disclosure

of Personal Information, it shall inform Customer of such request, unless prohibited by law. Ecolab
agrees to provide Customer with reasonable assistance regarding such request, taking into account the
nature of the processing and information available to Ecolab, including assisting Customer in challenging
such request and leveraging any available appeals process.
Néu Ecolab nhdn dwoc yéu cau tiét 19 T) hong tin Ca nhdn c6 tinh rang bugc vé mdt phdp Iy hodac yéu cau
tir co quan Nha nuoc hodc co tham quyén, Ecolab phai thong bao cho Khach hang vé yéu cau do, triv
khi bi phdp ludt cam. Ecolab dong y ho tro khdch hang mét cach hop Iy d6i véi yéu cau do, c6 xem xét
ban chdt qud trinh xit 1y va thong tin ¢é san cho Ecolab, bao gom hé tro Khéch hang trong viéc khding
nghi yéu cau dé va tdn dung moi quy trinh khdang nghi.

4.4. As related to its processing of Personal Information, Ecolab shall notify Customer of any other requests

or complaints regarding processing under the Program or Terms, including, but not limited to a) any
requests or complaints received from Customer’s employees or affiliates; or b) any request for disclosure
of Personal Information not already defined herein that is related to the Program.
Lién quan dén quy trinh xir Iy Théong tin Cd nhdn ciia minh, Ecolab phdi théng bdo cho Khdch hang vé
moi yéu cau hodc phan dnh khéc cé lién quan den quy trinh xir Iy theo Chuwong trinh va Céc Piéu khoan,
bao gom, nhung khong gioi han o, a) moi yéu cau hodc phan anh nhdn dwoc tir cdc nhdn vién hodc cong
ty lién két ciia Khdch hang; hodc b) moi yéu cdu tiét 16 Thong tin Ca nhdn chiea dwoc quy dinh tai ddy
¢6 lién quan dén Chwong trinh.

4.5. Ecolab shall provide reasonable assistance where Customer is required under applicable Data Protection
Law to carry out assessments of the impact of the General Terms and Conditions or Program on the
protection of Personal Information. In addition, Ecolab shall provide reasonable assistance where
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4.6.

5.1.

5.2.

Customer is required under applicable Data Protection Law, to consult with a regulator regarding matters
related to the processing of Personal Information under the General Terms and Conditions.

Ecolab phdi hé tro mét cach hop Iy néu Khdch hang dwoc yéu cau theo quy dinh ciia Phdp ludt Béo vé
Diz ligu hién hanh thyc hién danh gid tac dong cia Cac Piéu khodn va Dléu kién Chung hodc Chuong
trinh vé bdo vé Théng tin Ca nhan. Hon nita, Ecolab phai hé tro hop Iy neu Khach hang dwoc Phap lugt
Bdo vé Di liéu hién hanh yéu cau tham van co quan co tham quyén vé nhitng vin dé c6 lién quan dén
xit 1y Théng tin Cd nhdn theo quy dinh ciia Cdc Piéu khodn va Piéu kién Chung.

Customer consents to Ecolab engaging Subprocessors to process Personal Information for the purpose of
performance under the General Terms and Conditions. Where Ecolab engages a Subprocessor for carrying
out specific Personal Information processing activities as a part of performance under the General Terms
and Conditions, Ecolab shall require legally compliant and industry standard data protection obligations
based on the services provided and Personal Information processed by Subprocessor. A current list of
Ecolab’s Subprocessors engaged in Processing of Personal Information on behalf of Customer are provided
in Annex II. Ecolab will provide 30 days’ notice to Customer prior to engaging a new Subprocessor. If
Customer does not object within 30 days to the new Subprocessor, Customer is deemed to have approved
Ecolab’s engagement of the same.

Khdch hang dong y d@é Ecolab thué Bén Xur Iy Dir liéu Thir cdp xir 1y Théng tin Cd nhdn cho muc dich thie
hién cac quy dinh cua Cac Diéu khoan va Diéu kién Chung. Néu Ecolab thué mét Bén Xir ly Dir lieu Thi
cdp dé thuc hién cdc hoat dong xu Iy Thong tin Ca nhan cu thé nhur mot phdn cua viéc thuce hién cac quy
dinh ciia Cdc Piéu khodn va Piéu kién Chung, Ecolab phdi yéu cau nhitng nghia vu bdo vé dit lieu tudn
theo cac quy dinh cua phdp ludt va theo tiéu chudn nganh dwa trén cdc dich vu dwoc cung cdp va Thong
tin Ca nhan dwgc Bén X Iy Dir liéu Thir cap xir Iy, Mot danh sach cdac Bén Xur Iy Dik liu Thir cdp ciia
Ecolab hién dang tham gia vao qua trinh Xuwr Iy Thong tin Ca nhan thay mat cho Khach hang dwoc cung
cap tai Phu luc 2. Ecolab sé théng bdo cho Khdch hang 30 ngay trude khi thué Bén Xir Iy Dit liéu Thir cdp
méi. Néu Khdch hang khéng phan doi Bén Xir 1y Dit liéu Thir cdp méi trong vong 30 ngay, Khach hang
duoc coi la da chd’p thudn viéc thué do cua Ecolab.

Obligations of Customer
Nghia vu cua Khdach hang

Customer shall inform Ecolab without undue delay and comprehensively about any errors or
irregularities related to statutory provisions on the processing of Personal Information detected during
the course of such processing. Customer shall have sole responsibility for the accuracy, quality, and
legality of personal information processed hereunder and the means by which Customer or any relevant
Affiliate of Customer collects, stores, processes and transmits such personal information.

Khach hang phai thong bao cho Ecolab mot cach kip thoi va day du vé moi 16i hodc sw bat thirong nao
lién quan dén cdc quy dinh cia phdp ludt vé viéc xir Iy T hong tin Ca nhan dwoc phat hién trong qua
trinh xit 1y d6. Khdch hang phdi hoan toan chiu trach nhiém vé tinh chinh xdc, chat lwong va tinh hop
phap ciia Théng tin Cd nhéan dwoc xir Iy theo DPA ciing nhw vé cdc phwong tién ma Khdch hang hay
bdt ky cong ty lién két c¢é lién quan ndo ciia Khéach hang thu thip, leu trik, xit Iy va truyén dia théng tin
cd nhan do.

Where required by Data Protection Law, Customer is solely responsible for fulfilling its own notification
duties towards Data Subjects, regulators, or other authorities.

Néu Phap ludt Bao vé Dit liéu cd yéu cau, Khach hang hoan toan chiu trach nhiém vé viéc thyc hién
nghia vu thong bédo cho cdc Chii thé Dit liéu, co quan chike ndng, hodc cdc co quan cé tham quyén khdc.
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5.3. If Customer receives any complaint, notice, or communication from a regulatory authority which relates

to Ecolab’s: (i) processing of the Personal Information; or (ii) potential failure to comply with Data
Protection Law, Customer shall, to the extent permitted by law, promptly forward the complaint, notice,
or communication to Ecolab and, where it relates to processing of Personal Information pursuant to this
DPA, provide Ecolab with reasonable cooperation and assistance for responding to such complaint,
notice, or communication.

Néu Khéch hang nhdn dwoc bat ky phan énh, théng bdo hay lién lac ndo tir co quan chire ning cé lién
quan dén: (i) viéc xir Iy Théng tin Cd nhan; hodc (ii) kha ndng khong tudn thit Phdp ludt Bao vé Di liéu
ciia Khdch hang, trong pham vi phdp ludt cho phép, Khéch hang phdi nhanh chéng chuyén tiép phan
dnh, théng bdo, hodc lién lac @6 cho Ecolab va, néu c6 lién quan dén viéc xir Iy Théong tin Ca nhdn theo
DPA nay, danh cho Ecolab sw hé tro va hop tac hop Iy dé phan héi nhitng phdan dnh, théng bdo hodc
lién lac do.

5.4 Customer represents and warrants that Customer Data will not include any information deemed to be

6.

6.1.

6.2.

sensitive under any law or regulation (including any Data Protection Laws), including but not limited to
health information, financial account numbers, any information of the type enumerated in Article 9 of
the GDPR, or other similarly sensitive Personal Information. Customer assumes all risk arising from use
of any such sensitive information with Program, including the risk of inadvertent disclosure or
unauthorized access or use thereto.

Khdch hang cam doan va dam bdo rang Dir liéu Khdch hang sé khéng bao gom bt ky thong tin nao
duoc coi la nhay cam theo phap ludt hodc quy dinh hién hanh (bao gém toan bo Phap ludt Bao vé Dir
liéu), bao gom nhung khéng gidi han & cdc théng tin vé sitc khée, sé tai khodn tai chinh, bt ky thong
tin nao thugc logi duoc liét ké trong DPiéu 9 ciia GDPR, hodc T hong tin Ca nhan nhay cam tuwong tw
khdc. Khdch hang chiu trach nhiém vé moi rii ro phdt sinh tir viéc sir dung bdt ky théng tin nhay cam
nao véi Chwong trinh, bao gém cd riii ro ciia viéc vo y tiét 1o hodc truy cdp hay sir dung trdi phép thong
tin nhay cam do.

Security
An ninh

Taking into account industry standards, the costs of implementation and the nature, scope, context, and
purposes of processing as well as the risk of varying likelihood and severity for the rights and freedoms
of natural persons, Ecolab shall in relation to the Personal Information implement commercially
reasonable technical and organizational measures specified in Annex I designed to ensure a level of
security appropriate to that risk. In assessing the appropriate level of security, Ecolab shall take account
of the risks that are presented by processing, in particular from a Security Incident. The technical and
organizational measure applicable to a particular Program are available upon request, pursuant to the
security measures described in the General Terms and Conditions and/or the Program.

C6 xét dén cac tiéu chuan nganh, chi phi thuc hién va ban chdt, pham vi, béi canh va cac muc dich cia
viée xit Iy ciing nhue kha ning xdy ra rii ro va mirc dé nghiém trong khéc nhau doi véi cac quyén va tir
do ciia con nguoi, lién quan dén Théng tin Cd nhdn, Ecolab sé thiee hién cdc bién phdp kj thudt va quan
Iy hop Iy vé thirong mai dwoc quy dinh tai Phu luc I vé bao dam mirc dé an ninh phit hop cho rii ro do.
Trong khi danh gid mirc do an ninh phit hop, Ecolab phdi tinh todn dén cdc rii ro dwoc thé hién trong
qud trinh xir 1y, ddc biét tie mot Sw cé An ninh. Cdc bién phdp ky thudt va quan Iy dwoc dp dung déi voi
Chirong trinh cu thé phdi san sang khi c¢é yéu cau, phit hop véi cdc bién phdp an ninh dwroc mé tai Cdc
Piéu khodn va Diéu kién Chung va/ hodc Chwong trinh.

If Ecolab learns of a Security Incident related to Personal Information processed under this DPA and/or
the General Terms and Conditions, it shall give notification to Customer within a reasonable time. In
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6.3.

6.4.

the event of a Security Incident discovered on Ecolab-controlled systems, Ecolab will (i) investigate the
Security Incident, (ii) provide Customer with information about the Security Incident (including, where
possible, the nature of the Security Incident, Personal Information impacted by the Security Incident,
and contact information of an individual at Ecolab from whom additional can be obtained), and (iii) take
reasonable steps to mitigate the effects of, and to minimize any damage resulting from, the Security
Incident.

Néu Ecolab biét dicoc Sw c6 An ninh ¢é lién quan dén T hong tin Ca nhan dwoc xu ly theo DPA va/hodc
Cdc Piéu khodn va Diéu kién Chung, Ecolab phai thong bao cho Khach hang trong thoi gian hop Iy.
Trong truong hop Su co » An ninh dwoc phat hién trong cdac hé thong do Ecolab kiém sodt, Ecolab sé (i)
diéu tra Sw cé An ninh, (ii) cung cap cho Khdch hang théng tin vé Su co ' An ninh (bao gom, néu cé thé,
ban chat ciia Sw ¢é An ninh, Thong tin Ca nhan bi tac dong boi Sw co ' An ninh, va thong tin lién lac cua
ca nhan tai Ecolab ma cé thé nhdn thém thong tin tir nguoi do), va (iii) thuc hién cdac budc can thiét dé
gidm thiéu anh hiedng va han ché bat ky thiét hai ndo phdt sinh tir Sw ¢6 An ninh.

If either Party learns of any inadvertent data disclosure or data breach concerning the other Party’s data
or systems, that Party shall give prompt notification to the other Party, and the Parties shall cooperatively
establish a data breach notification and remediation plan, in compliance with Applicable Laws, with the
responsibility for such notification and remediation plan being borne according to the Parties’
respective, proportionate responsibility for the disclosure or breach and respective obligations under
Applicable Laws.

Néu mét Bén biét dwoc vé viée vé ¥ tiét 19 dit liéu hodc sw vi pham dit liéu lién quan dén dir liéu hodc
hé thong cua Bén con lai, Bén nay phai thong bao kip thoi cho Bén con lai, va cac Bén phai hop tdac xdy
dung ké hoach théng bdo vé vi | pham dir ligu va khdc phuc tudn thii Phdp ludt Ap dung, voi trach nhiém
vé ké hoach théng bdo va khdc phuc sé tiwong ing va ty ¢ voi trach nhiém vé viéc tiét 1¢ hodc sw vi
pham d6 va nhitng nghia vu twong vig theo Phép ludt Ap dung ciia cac Bén.

Ecolab’s liability for any Security Incident or any inadvertent data disclosure or data breach shall be
subject to the provisions of Sections 4, 12, 13, and 14 of the General Terms and Conditions.

Trach nhiém cia Ecolab doi véi Sw cé An ninh hodc bat ky viéc vo y tiét 16 hodc sw vi pham dir liéu nao
déu la doi twong cua cac quy dinh tai cac Muc 4, 12, 13, va 14 cua Cac Piéu khodn va Piéu kién Chung.

7. International Transfer of Personal Information and the Standard Contractual Clauses

7.1.

7.2.

Chuyén giao Théng tin Cd nhén ra Nwéc ngoai va Céc Diéu khoin Hop dong Tiéu chuin

If, as a part of the General Terms and Conditions, Ecolab or its Subprocessor(s) will process Personal
Information originating from the European Economic Area in a country that has not been found to
provide an adequate level of protection under applicable Data Protection Law, the Parties agree to enter
into the EU Standard Contractual Clauses (“EU SCCs”) and the United Kingdom Standard Contractual
Clauses (“UK SCCs” and collectively with the EU SCCs, the “SCCs”) as described in this section.
Neu nhir moét phan ciia Cdc Piéu khoan va Piéu kién chung, Ecolab hodc cdc Bén Xu Iy Dir liéu Thir
cap cua Ecolab sé xir [y Thong tin Cd nhan c6 nguon goc tir EEA tai mot quoc gia chwa cé kha nang
cung cap muec do bao vé thich hop theo Phap ludt Bao vé Dir liéu hién hanh, cac Bén d‘ong ¥ giao két
Cdc Diéu khoan Hop dong Tiéu chudn cva Lién minh chdu Au (¢ ‘Cac Piéu khoan Hop dong Tiéu chudn
EU”) va Cdc Piéu khodn Hop dong Tiéu chudn cia Vieong quéc Lién hiép Anh va Bac Ai-len (* ‘Cac
Piéu khoan Hop dong Tiéu chudn Anh” ma dwoc goi chung véi Cdce Piéu khoan Hop dong Tiéu chudn
EU la “Cdc Piéu khodn Hop dong Tiéu chudn”) nhw dwroc mé td tai muc nay.

To facilitate transfer to third countries of Personal Information from the EU, Switzerland, or other EEA
countries recognizing the sufficiency of the EU SCCs, the Parties agree to enter into the EU SCCs, as
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implemented by Commission Implementing Decision (EU) 2021/914 and as such EU SCCs may be
revised or replaced from time to time. The Parties shall utilize Module 2 of the EU SCCs for controller-
to-processor transfers. Customer, as Data Exporter, and Ecolab, as Data Importer, hereby enter into, as
of the Effective Date, the EU SCCs Module 2, which are incorporated by this reference and constitute
an integral part of this DPA. The Parties are deemed to have accepted and executed the EU SCCs in
their entirety, including the appendices. With regard to the EU SCCs, the Parties agree as follows:

Pé tao diéu kién thudn loi cho viéc chuyén giao Théng tin Ca nhan tir EU, Thuy Sy, hodc cdc quoc gia
thuéc EEA khéc cong nhén tinh ddy dii ciia cdc Diéu khodn Hop dong Tiéu chuan EU t6i cdc nwée thiv
ba, cic Bén déong ¥ giao két Cic Diéu khodan Hop dong Tiéu chudn EU, nhw dd dwoc thie hién boi
Quyét dinh Thue thi cia Uy ban chdu Au s6 2021/914 va Céc Piéu khodn Hop dong Tiéu chudn EU ¢6
thé dwoc sira doi hodc thay thé tity tung thoi diém. Cdc Bén phdi sir dung Mau 2 ciia Céc Diéu khodn
Hop dong Tiéu chudn EU cho sw chuyén giao tir Bén Kiém sodt Dit liéu sang Bén Xur 1y Dir liéu. Khdch
hang, véi tw cdch la Bén Chuyén Dit liéu, va Ecolab, véi tw cach la Bén Nhdn Dit liéu, tai ddy, giao két
vao Ngay ¢é Hiéu liwc Mdu 2 cua Cac Piéu khodn Hop déng Tiéu chudn EU, ma dwoc dwa vao DPA
bang cdch tham chiéu nay va cau thanh mot phan khéng thé tach roi ciia DPA nay. Cac Beén duoc coi
la da chap nhén va ky két toan bo Cdac Diéu khodn Hop dong Tiéu chuan EU, bao gom ca cdc phu luc.
Theo Cdc Piéu khoan Hop dong Tiéu chudn EU, cdc Bén dong y nhu sau.:

7.2.1. Clause 7, “Docking Clause,” shall not apply;
Dieu 7, “Piéu khoan Mo sé khong dwoc ap dung;

7.2.2. Clause 9, Option 2 shall apply and the “time period” shall be thirty (30) days;
Diéu 9, Lwa chon 2 sé dwoc ap dung va “thoi han” la ba mwoi (30) ngay;

7.2.3. Neither Party has engaged an independent dispute resolution body as described in Clause 11, and,
as such, the optional provision shall not apply;
Khéng Bén nao thué mot co quan gidi quyét tranh chdp déc ldp nhw dwege mé td tai Piéu 11, va do
do, quy dinh tuy nghi sé khong dwoc ap dung;

7.2.4. The EU Member State applicable for Option 1 of Clause 17 shall be (1) Germany or (2) the EU
Member State in which a dispute between the Parties arises, or the EU Member State where a Data
Subject brings a particular action;

Quoc gia Thanh vién EU dp dung muc 1 cua Piéu 17 la (1) Céng hoa Lién bang Durc (“Burc”) hodc
(2) Quoc gia Thanh vién EU noi xdy ra tranh chdp gitta cdc Bén, hodc Quéc gia Thanh vién EU noi
Chii thé Dir liéu thure hién hanh dong cu thé;

7.2.5. The EU Member State applicable for Clause 18 shall be (1) Germany or (2) the EU Member State
in which a dispute between the Parties arises, or the EU Member State where a Data Subject brings
a particular action;
Quoc gia Thanh vién EU d ap dung Piéu 18 1a (1) Cong hoa Lién bang Dirc hodc (2) Quoc gia Thanh
vién noi xay ra tranh chap gitta cdc Bén, hodc Quéc gia Thanh vién EU noi Chi thé Di lidu thuc
hién hanh ddng cu thé;

7.2.6. Annex I of the EU SCCs shall be deemed completed with the relevant sections of Section 8 of this
DPA;
Phy luc I cua EU SCCs duoc coi la da dwoc hoan thanh voi cac muc lién quan thuéc muc 8 cua
DPA;

7.2.7. Annex II of the EU SCCs shall be deemed completed with the relevant sections of Annex I to this
DPA; and
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Phuy luc II ciia Céc Piéu khodn Hop déng Tiéu chudn EU duwoc coi la dd dwoc hoan thanh véi cdc
muc lién quan tqi Phu luc I cua DPA nay;

7.2.8. Annex 111 of the EU SCCs shall be deemed completed with the relevant sections of Annex II to this
DPA.
Phu luc 111 ciia Cdc Diéu khodn Hop déng Tiéu chuan EU duwoc coi la da dwoc hoan thanh véi cdc
muc lién quan tai Phu luc I cua DPA nay.

7.3. To facilitate transfer of Personal Information from the UK to third countries, the Parties agree to enter

into the International Data Transfer Addendum to the EU Commission Standard Contractual Clauses,
as issued by the UK’s Information Commissioner’s Officer (“ICO”) under S119A(1) Data Protection
Act 2018 (herein referred to as the “UK SCCs”). Customer, as Data Exporter, and Ecolab, as Data
Importer, hereby enter into, as of the Effective Date, the UK SCCs, which are incorporated by this
reference and constitute an integral part of this DPA. The Parties are deemed to have accepted and
executed the UK SCCs in their entirety, including the appendices, with the relevant UK SCC tables
deemed completed with the relevant information contained in Section 8 below and the Annexes to this
DPA.
Pé tao diéu kién thudn loi cho viéc chuyén giao Théng tin Cd nhdn tir Vieong quéc Lién hiép Anh va
Bdc Ai-len dén cdc quoc gia thir ba, cic Bén dong y giao két Phu luc Chuyén giao Dit liéu Ra Nude
ngodi ciia Cdc Piéu khoan Hop dong Tiéu chudn ciia Uy ban chdu Au do Vin phong Uy vién Théng tin
Vitong quéc Lién hiép Anh va Bdc Ai-len (“ICO”’) ban hanh theo S119A(1) Ludt Bdo vé Dit liéu 2018
(sau ddy duwoc goi la “Cac Piéu khodan Hop dong Tiéu chudn Anh”). Khéch hang, voi tw cach la Bén
Chuyén Dit liéu, va Ecolab véi tw cach la Bén Nhin Dit liéu, tai day, giao két vao Ngay co Hiéu luc,
Cdc Piéu khodan Hop dong Tiéu chudn Anh, ma dwoc dwa vao DPA bang cdch tham chiéu nay va cdu
thanh mét phan khéng thé tach roi ciia DPA nay. Cdc Bén duoc coi la di chdp nhdn va ky két toan bo
Cdc Piéu khodan Hop dong Tiéu chudn Anh, bao gom ca cdc phu luc, véi cac bang biéu ciia Céc Diéu
khodn Hop dong Tiéu chuan Anh ma dwoc coi la dd hoan thanh véi cac thong tin trong Muc 8 dwdi ddy
va cac Phu luc cua DPA nay.

7.4. With regard to all international transfers of Personal Information, including, but not limited to the herein
referenced SCCs:
Poi véi moi viée chuyen giao Thong tin Ca nhan ra nudc ngoai, bao gom, nhung khéng gi6i han, cdc
Piéu khoan Hop dong Tiéu chudn dwoc tham chiéu tai day:

7.4.1. At such time as the EU Commission, ICO, an EU Supervisory Authority, or other applicable

regulator modifies any of the SCCs or implements new SCCs, such SCCs shall apply upon their
effective date. The Parties agree that the references provided herein may be modified to include the
new SCCs upon notice by either Party, without the need for subsequent DPA, unless otherwise
required by law;
Vao thoi diém Uy ban chdu Au, ICO, mét Co quan Gidm sat ciia EU, hodc co quan chire ndng khéc
phit hop sira déi bdt ky Piéu khodn Hop dong Tiéu chudn nao hodc trién khai Cdc Diéu khoan Hop
dong Tiéu chudn méi, Cac Diéu khodn Hop dong Tiéu chudn dé phai duoc dp dung tir ngdy co hi¢u
liee ciia Céc Piéu khodan Hop d‘ong Tiéu chuan méi nay. Cdc Bén dong v rang cdac tham chiéu dwoc
quy dinh tai ddy cé thé dwoc sira doi dé bao gom ca Cac Diéu khoan Hop dong Tiéu chudn méi theo
théng bdo ciia mét trong hai Bén, ma khéng can dén DPA tiép theo, trir truong hop phdp ludt c¢6 quy
dinh khac.

7.4.2. At such time as a country with applicable Data Protection Law established standard contractual clauses
or similar documents that must be executed between the Parties, such clauses shall apply on their
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effective date. The Parties agree that this DPA may be modified to include the new standard contractual
clauses upon notice to either Party, without the need for subsequent General Terms and Conditions,
unless otherwise required by law; and

Vao thoi diém mét quoc gia, véi Phdp ludt Bao vé Dir lidu hién hanh, ban hanh cdc diéu khodn hop
dong tiéu chudn hodc cdc vin bdn twong tir ma cdac Bén phai ky két, cdc diéu khodn dé phai dwgc dp
dung tir ngay cé hiéu lic ciia cac diéu khodn hop dong tiéu chudn méi. Cac Bén dong y rang DPA ¢6
thé dwoc thay doi dé bao gom cd cdc diéu khodn hop dong tiéu chuan méi theo théng bdo ciia mot
trong Bén, ma khong can dén Céc Diéu khodn va Piéu kién Chung tiép theo, trir khi phdp ludt cé quy
dinh khdc.

7.4.3. For Data Protection Law similar to GDPR requiring general terms and conditions for international

transfer, but without required standard contractual clauses (e.g. Brazil, South Africa), the Parties
agree that this DPA shall provide the required protection and general terms and conditions under
said Data Protection Law.

Doz voi Phap ludt Bao vé Dir liéu twong ti voi GDPR ma yéu cau cdc diéu khoan va diéu kién chung
vé viéc chuyén giao ra niede ngoai, nhung khong yéu cau cdc diéu khoan hop dong tiéu chudn (vi du:
Bra-xin, Nam Phi), cic Bén dong y rang DPA cung cdp sw bdo vé nhw diege yéu cau ciing nhie cdc
diéu khoan va diéu kién theo Phap luat Bao vé Dir liéu da néu.

8. Description of Processing

8.2.

8.3.

8.4.

8.5.

8.6.

M@ ti Qud trinh Xir Iy
8.1.

The categories of Data Subjects whose Personal Information is processed shall include the following,
unless specifically defined in the Program or Terms: staff (e.g. employees, contractors) of Customer.

Danh muc Chii thé Di liéu ¢6 T hong tin Ca nhan dwoc xu ly nhu sau, trie khi dwoc quy dinh cu thé khdc
di trong Chirong trinh hodc Cdc Diéu khodn: Nhan sw (vi du: cdc nhdn vién, nha thau) ciia Khdch hang.

The categories of Personal Information processed shall include the following, unless specifically defined
in the Program or Terms: basic contact information (e.g. business email, phone, and address).

Danh muc Théng tin Cd nhdn dwoc xir Iy nhue sau trie khi dweoe quy dinh cu thé khdc di trong Chwong
trinh hodc Céc Diéu khoan: thong tin lién lac co ban (vi du: dia chi thu dién tir cho cong viéc, s6 dién
thoai va dia chi).

No Personal Information classified as “sensitive” or “special” under Data Protection Law shall be
processed unless specifically defined in a Program or Terms.

Khong co Thong tin Ca nhan nao dwoc phdn logi la “nhay cam”™ hodac “dac biét” theo Phap ludt Bao
vé Dir lieu dwoc xu Ly trie khi dwoc quy dinh cu thé trong Chuwong trinh hoac Cac Piéu khoan.

Personal Information shall be processed and transferred on a continuous basis for the Term of the
Program and Terms.

Théng tin Cd nhén phai dwoc xir 1y va chuyén giao trén co sé lién tuc trong Thoi han ciia Chirong trinh
va Cdc Diéu khoan.

The nature of the Personal Information processing shall be defined in the Program and Terms.

Ban chat ciia viéc xir 1y Théng tin Ca nhan dwoc quy dinh trong Chwong trinh va cdc Diéu khodn.

The purpose(s) of the Personal Information processing and transfer shall be to provide services as
described in the General Terms and Conditions and Program.

Muc dich ciia viéc xir Iy va chuyén giao Théng tin Cd nhdn la dé cung cdp dich vu dwge mé ta tai Cdc
Piéu khodn va Piéu kién Chung va Chirong trinh.
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8.7.

8.8.

The period for which the Personal Information will be retained shall be the Term of the Program or for
a shorter period as instructed by Customer.

Thoi han lwu trie Thong tin ca nhan sé la thoi han cua Chwong trinh hodc trong thoi han ngcfn hon dwoc
Khdch hang chi dan.

For transfers to Subprocessors, the subject matter and duration of the processing is as outlined above
within this Section 8. The nature of the specific subprocessing services is as further described in the
Subprocessor List provided by Ecolab.

Doi véi viée chuyén giao cho Bén Xir 1y Dir liéu Thir cdp, chi dé va thoi han cua viéc xir Iy dwoc quy
dinh trén day trong Muc 8. Ban chdt cia cdc dich vu xu Iy dir liéu thir cdp cu thé dwoc mé ta chi tiét
hon tai Danh sdch cdc Bén Xir Iy Dit liéu Thir cdp do Ecolab cung cdp.

9. Term and termination

9.1.

9.2.

9.3.

Thoi han va Chém dit

This DPA shall have the same term as the General Iems and Conditions.
DPA nay co cung thoi han voi thoi han cua Cdc Diéu khoan va Diéu kién Chung.

Without prejudice to any other termination rights that a Party may have under this DPA and/or applicable
law, each Party may terminate its participation in this DPA if it finds the other Party is not in compliance
with the terms of this DPA, provided that the Party found not in compliance shall have opportunity to
cure consistent with the General Terms and Conditions.

Khong phuong hai dén bt ky quyen cham dirt ndo khdac ma mot Bén c6 thé ¢0 theo DPA va/hodc phap
ludt hién hanh, méi Bén cé thé cham dirt viéc tham gia DPA nay néu cho rdang Bén con lai khong tudn
thu cac quy dinh cua DPA, voi diéu kién la Bén duwoc cho ld khong tudn thu co co hoi khdc phuc theo
Cdc Piéu kién va Diéu khodan Chung.

Upon termination, each Party shall be entitled to keep Personal Information only as may be necessary
to fulfill any ongoing purposes or requirements of the General Terms and Conditions. Any Personal
Information no longer needed to fulfill ongoing purposes or requirements defined in the General Terms
and Conditions may be deleted by Ecolab within 90 days of Termination, with appropriate exception for
deletion where backup copies of Personal Information are logically deleted on a longer schedule, or if
retention for a longer schedule is required or permitted by Applicable Laws.

Trong trieong hop chdm dut, méi Bén chi ¢6 quyén gir Thong tin Ca nhan can thiét cho viéc thuc hién
cdc muc dich hodc yéu cau ciia Cdac Diéu khoan va Piéu kién Chung. Ecolab co thé xéa moi T hong tin
Ca nhan khong con can thiét cho viéc hoan thanh cdac myc dich hodc yéu cau dwoc quy dinh tai Cac
Piéu khoan va Piéu kién Chung trong vong 90 ngay ké tir Ngay Cham dirt, véi ngoai 1é thich hop cia
viéc xéa d6 khi cdc ban di phong ciia Théng tin Cé nhdn can thoi gian dai hon dé x6a mét cdch 16-gic,
hodc néu viéc lru giir trong thoi gian dai hon dwoc Phép ludt yéu cau hodc cho phép.

10. Miscellaneous

Cac Quy dinh Chung

10.1. This DPA inures to the benefit of the Parties only and no third party shall have any rights hereunder,

except as otherwise stated herein. )
DPA nay chi phuc vu loi ich cua cac Bén va khong bén thir ba nao co bat ky quyén nao theo DPA nay,
trie khi DPA co6 quy dinh khac.

10.2. A determination that any provision of the DPA is invalid or unenforceable shall not affect the other

provisions of the DPA. In such case the invalid or unenforceable provision shall automatically be replaced
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by a valid and enforceable provision that comes closest to the purpose of the original provision. The same
shall apply if the DPA contains an unintended gap.

Viéc xdc dinh cho rang mét quy dinh nao dé ciia DPA bi vé hiéu hodc khong thé cuedng ché thi hanh khong
anh huong dén cdc quy dinh khdc ciia DPA. T rong truong hop do, quy dinh bi vo hiéu hoac khong thé
cudng ché thi hanh sé tw dong duoc thay thé bang mot quy dinh khdc co hiéu lyc va co the cudng ché thi
hanh ma gan nhat voi muc tiéu cua quy dinh ban dau. Quy dinh trong tw dwoe dp dung néu nhir DPA chira
mét khodng trong ngodi y muén.

10.3.To the extent there is any conflict between the Agreement, this DPA, and/or the SCCs, the various
agreements will control in the following order of preference: (i) the SCCs, (ii) this DPA, (iii) the General
Terms and Conditions.
Trong truong hop co sy xung dot gitta Thoa thudn, DPA nay, va/ hodc Cdc Piéu khodn Hop dong Tiéu
chudn, cdc hop dong khéc nhau sé quy dinh thir tw dp dung nhu sau: (i) Cac Piéu khodn Hop dong
Tiéu chuan, (ii) DPA nay, (iii) Céc Piéu khodn va Piéu kién Chung.

10.4. This DPA is executed in the English language. To the maximum extent permitted by law, in the event a
conflict arises between the terms of the English version and any translation into any other language, the
terms of the English version shall prevail. Translations of this DPA into any language other than English
are for informational purposes only. The Parties agree that this DPA and all documents relating to this
DPA are written in the English language and no translation of any such document shall be binding on
either Party.

DPA nay duwoc ky két bang tzeng Anh. Trong pham vi t6i da dwoc phdp ludt cho phép, trong truong hop
6 sw mdu thuan giita cdc diéu khoan cua ban tiéng Anh va phan dich thudt sang bdt ky ngon ngit nao
khdc, thi cdc diéu khodn ciia ban tiéng Anh sé dwoc wu tién dp dung dé gidi thich. Phan dich thudt ciia
DPA nay sang bt ky ngoén ngit ndo khdc ngoai tiéng Anh chi nham muc dich cung ca}) thong tin. Cdc Bén
dong ¥ Y rang DPA nay va tdt ca cde tai liéu lién quan dén DPA nay déu dwoc ldp bang tzeng Anh va khong
¢6 phan dich thudt ndo ca bat ky tdi liéu ndo néi trén sé cé gid tri rang budc doi véi méi Bén.
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ANNEX I - TECHNICAL AND ORGANIZATIONAL MEASURES
PHU LUC I — CAC BIEN PHAP KY THUAT VA QUAN LY

Description of the technical and organizational measures implemented by Ecolab to ensure an appropriate
level of security, taking into account the nature, scope, context, and purpose of the processing, and the
risks for the rights and freedoms of natural persons:

M6 td cdc bién phdp ky thudt va quan Iy ma Ecolab tién hanh dé dam bao mirc dg an ninh phi hop, co xét

dén ban chat, pham vi, béi canh, va muc dich cia viée xir Iy, ciing nhw cdc riii ro doi véi cdc quyén va tiw
do cua con nguoi.

(A) Control of Technical and organizational measures to control physical access to premises
physical access and facilities, particularly to identify permitted personnel at entry:
to premises Cac bi¢n phdp ky thudt va quan ly dé kiém sodt truy cdp vdt ly vao co 56 va

Kiém sodt truy trang thiét bi, chii yéu dé xdc dinh ca nhdn dwoc phép tai cong vdo:
cdp vat ly vao co
SO Locked doors on all entrances / exits
Khéa cdc cira tai tat ca 16i vao/ra
Presence of security personnel
Nhan vién an ninh truc
Access control systems
Hé thong kiém sodt truy cdp
CCTV systems
Hé thong camera quan sat
Burglar alarm systems
He théng canh bao trom
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(B) Control of
access to IT
systems
Kiém sodt truy
cip hé théng
cong nghé
thong tin

Technical and organizational security measures designed to ensure that users
with access to the relevant IT systems are identified and authenticated:

Cdc bién phdp an ninh vé ky thudt va quan 1y dwoc thiét ké dé dam bao rang
ngueoi ding cé quyén truy cdp cdc hé théng cong nghé thong tin dwege xdc dinh
va xac thye:

IT security systems requiring individual users to log in using unique user
names

Cdc hé thong céng nghé thong tin yéu cau nhitng ngueoi ding cd nhdn
dang nhdp bang tén dang nhdp duy nhat.

IT security systems requiring the use of strong / complex passwords
Cdc hé théng an ninh cong nghé thong tin yéu cau sir dung mdt khdu
manh/ phirc tap.

IT security systems requiring the use of multi-factor authentication

Cdc hé thong an ninh céng nghé thong tin yéu cau sir dung xdc thic da
yéu t6

Additional system log-in requirements for particular applications

Cdc yéu cau bé sung doi véi dang nhdp hé thong cho cdc iing dung cu
thé

Mandatory password changes at fixed intervals

Bt budc thay doi mdt khéau dinh ky

Encryption applied to personal data ‘in transit’

Ma héa dwoc dp dung cho dit liéu cd nhdan “dang dwoe truyén dwa”
Encryption applied to personal data ‘at rest’

Ma hoa duoc ap dung cho dir liéu ca nhan “o trang thai nghi”
Automatic locking of IT terminals and devices after periods of non-use,
with passwords required to ‘wake’ the terminal or device

Tw ddng khéa cdc cong dau cudi va thiét bi cong nghé thong tin sau thoi
gian khong sit dung, yéu cau mdt khau dé “danh thire” cong dau cudi
hodc thiét bi

Password databases are subject to strong encryption / hashing

Cdc co s& dir liéu mat khdu phai ap dung cac thudt toan ma hoa/bam dir
lieu manh

Regular audits of security procedures

Thirong xuyén kiém tra cdc thii tuc an ninh

Training for employees regarding access to IT systems

Pado tao ngueoi lao déng vé viéc truy cdp cdc hé théng céng nghé thong
tin
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(C)Control of
access to
personal data
Kiém sodt truy
cdp dir lieu ca
nhdn

(D) Control of
disclosure of
personal data
Kiém sodt vigc
tiét 1§ dir liéu cd
nhdn

Technical and organizational security measures designed to ensure that users
with access to the relevant personal data are identified and authenticated:
Cdc bién phdp kj thudt va quadn 1y dwoc thiét ké @é dam bao rang nguoi ding
truy cdp dir liéu ca nhan dwoc xac dinh va xac thuc:

‘Read’ rights for systems containing personal data restricted to specified
personnel roles

Cac quyén “Doc” doi voi nhitng hé thong chira dir liéu cd nhdn dwoc
han ché chi danh cho cdc vi tri nhdn sy cu thé

‘Edit’ rights for systems containing personal data restricted to specified
personnel roles or profiles

Cdc quyén “Chinh sira” déi véi nhitng hé thong chira dit liéu cd nhdn
dwoc han ché chi danh cho cdac vi tri nhén su hodc ho so cu thé
Logging of attempts to access systems containing personal data

Ghi nhdt ky cdc lan truy cdp hé thong chira dit liéu cé nhan

Encryption on drives and media containing personal data

Ma héa trén 6 dia va phwong tién luu trit chira diF liéu cd nhdn
Training for employees regarding access to personal data

Pao tao cho nguoi lao dong vé quyén truy cdp dir liéu cd nhan

Technical and organizational measures to securely transfer, transmit and
communicate or store data on data media and for subsequent checking:

Cdc bién phdp kj thudt va quan Iy dé chuyén giao, truyén dwa va lién lac hodc
lwu triv dir liéu trén phuwong tién luu triv div lieu mot cach an toan va dé kiém
tra sau do:

Restrictions on transfer rights for systems containing personal data

Cdc han ché vé quyén chuyén giao déi véi nhitng hé thong chira thong
tin ca nhdn

Secure data networks

Bado dam an ninh cho cdac mang ludi dir liéu

Encryption for systems used to send personal data

Ma héa nhitng hé thong dwoc sir dung dé givi div liéu cd nhén

SSL encryption for all internet access portals

Ma héa SSL doi véi tdt ca cong truy cdp internet

Protection of data storage media and containers during physical transport
Bdo vé phwong tién va 6 lwu trit div liéu trong qud trinh vdn chuyén vit
ly

Training for employees regarding transfers of personal data

Pao tao nguwoi lao ddng vé viéc chuyén giao dir liéu cd nhin

Ecolab Data Processing General Terms and Conditions v 5-2-24
Céc Diéu khoan va Bidu kién Chung vé Xir y Dit liéu ciia Ecolab v 5-2-24



(E) Control of
input
mechanisms
Kiém sodt cdc

co che dau vao

(F) Control of
workflows
between
controllers and
processors
Kiém sodt

luéng cong viéc
giita cdc bén
kiém sodt dir
liéu va cac bén
xu ly dir liéu

Technical and organizational security measures to permit the recording and
later analysis of information about when input to data systems (e.g., editing,
adding, deleting, etc.) occurred and who was responsible for such input:

Cac bien phap an ninh ve ky thudt va quan Iy dé cdp quyén ghi va sau dé phan
tich théng tin vé cdc hé thong dir liéu dau vao _(vi du: chinh swa, thém, xoa,
v.v.) duoc dién ra va nguoi chiu trach nhiém vé dir liéu dau vao ndi trén:

Logging of all input actions in systems containing personal data
Ghi lai moi hoat dong dau vao ciia cac hé théng chiwra dir liéu ca nhan
‘Edit’ rights for systems containing personal data restricted to specified
personnel roles or profiles
Cdc quyén “Chinh sira” déi véi nhitng hé thong chira dit liéu cd nhdn
dwoc han ché chi danh cho cdac vi tri nhén su hodc ho so cu thé
Binding agreements in writing or other obligations of confidentiality with
employees who process personal data
Rang budc nhitng nguwoi lao déng xir Iy dit liéu cd nhdn bang cdc théa
thuan bdng van ban hodc cac nghia vu bao mdt khac
Regular reviews of compliance with the relevant agreements
Thwong xuyén kiém tra viéc tudn thi cdc théa thudn cé lién quan
Training for employees regarding editing of personal data
Dao tao nguoi lao dong vé chinh sira dir liéu cd nhan

Technical and organizational measures to segregate the responsibilities
between controllers and processors processing the relevant personal data:

Cdc bién phdp ky thudt va quan Iy dé phan tach trach nhiém giita cdc bén
kiém soat dit liéu va cdac bén xir 1y diF liéu xir 1y dit liéu cd nhdn cé lién quan:

Binding agreements in writing governing the appointment and
responsibilities of processors with access to the relevant personal data
Thoa thudn rang buoc bdng van ban diéu chinh viéc chi dinh va cdc trach
nhiém ciia cdc bén xir Iy dit liéu c6 quyén truy cdp dit liéu cd nhan c6 lién
quanX  Binding agreements in writing governing the allocation of data
protection compliance responsibilities between all controllers with
access to the relevant personal data
Théa thudn rang bugc bang van ban diéu chinh viéc phan chia cdc trach
nhiém tudn thu bao vé dir liéu giita tat ca cac bén kiém soat dir liéu cé
quyén truy cdp vdo di liéu cd nhan cé lién quan
Regular reviews of compliance with the relevant agreements
Thweong xuyén kiém tra viéc tudn thi cdc théa thudn cé lién quan
Training for employees regarding processing of personal data
Pao tao ngueoi lao dong vé xir Iy div liéu cd nhén
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(G)Control
mechanisms to
ensure
availability of
the relevant
personal data
Co ché kiém
sodt dé dim bio
tinh sin cé ciia
dir liéu cda nhdn
lién quan

Technical and organizational measures to ensure the physical and electronic
availability and accessibility of the relevant personal data:

Cdc bién phdp ky thudt va quan Iy dam bdo tinh san c¢é va kha nang truy cdp
cua dir liéu ca nhan co lién quan

Documented disaster recovery procedures

Van ban thii tuc khdc phuc tham hoa

Secure backup procedures in place, with full backups run regularly
Quy trinh sao heu an todn dwoc dp dung, véi cdc ban sao leu day dii
duwoc chay thuong xuyén

Backup facilities and locations

Cdc co s6 va dia diém diw phong
Uninterruptible power supplies at backup facilities

Nguon cung cdp dién lién tuc tqi cdc co sé die phong
Physical security of backup facilities

Bdo dam an ninh vat ly tai cdc co so du phong

Security alarm systems at backup facilities

Hé thong canh bdo an ninh tai cdc co sé dw phong
Electronic security of backup facilities

An ninh dién tu cia cdc co so du phong®  Environmental  controls  at

backup facilities

Kiém sodt méi truong tqi cac co s6 die phong

Fire protection at backup facilities

An ninh hoa hoagn cua cac co so dy phong

Deidentification or deletion of personal data that are no longer required
for lawful processing purposes

Huy nhan dang hodc xoa dir liéu ca nhan khong con can thiét cho cac
muc dich xuw ly hop phap

Training for employees regarding backups and disaster recovery

Dao tao cho nguoi lao dong vé sao lwu va khdc phuc tham hoa
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(H)Control
mechanisms to Technical and organizational measures to ensure that the relevant personal
ensure data are stored and processed separately from other data:
separation of Cdc bién phdp kjj thudt va quan 1y dé dam bdo rang dit liéu cd nhan c6 lién
the relevant quan dwoc lvu triv va xu ly riéng biét voi cac dir lieu khac:
personal data

from other Logical separation of live or production data from backup data and
data development or test data

Co Cflé kiém Phan tach mot cach lo-gic dir liéu truc tié}) hodc san xudt khéi dir lidu
sodt dé dam bao sao luu va dir lieu phat trién hodc thir nghiém

tach bi¢t dir ligu Separation of personnel processing the relevant personal data from other
ca nhén co lién personnel

quan khoi dir

. ' Tach nhan sy xw 1y dir lieu ca nhan co lién quan voi nhan sy khac
liéu khac

Training for employees regarding data separation
Dao tao nguoi lao dong veé phan tach dir liéu
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ANNEX II - LIST OF SUBPROCESSORS '
PHU LUC II - DANH MUC CAC BEN XU LY DU LIEU THU CAP

The controller has authorized the use of the Subprocessors found in its Subprocessor List available below:
Bén Kiém soat Dir liéu da cho phép su g’yng dich vu cua cac Bén Xuw ly Dt liéu Thir cap dwoc néu trong
Danh sach cac Bén Xu ly Dir liéu Thir cap dwoi day:

Subprocessor . Subprocessor Address .
Bén Xur ly Dii ligu Thir cap Dia chi cua Bén Xur ly Dir liegu Thir cap
Microsoft 1 Microsoft Way, Redmond, WA 98052
Cisco AppDynamics 500 Terry A Francois Blvd, 3" fl

San Francisco, CA 94158

Sales Force 415 Mission Street, 3™ Floor, San Francisco, CA

LinkedIn Sales Navigator 1000 W. Maude Ave, Sunnyvale, CA 94085

Microsoft Dynamics CRM 1 Microsoft Way, Redmond, WA 98052

Soprano Design Pty Level 15, 132 Arthur St North Sydney NSW 2060 Australia
ServiceNow 2225 Lawson Lane, Santa Clara, CA 95054

Hoekenroder 3, Amsterdam Zuidoost, North Holland 1102 BR

80 Robinson Road, #02-00, Singapore 068898
FiveTran 1221 Broadway Street, Floor 20, San Francisco, CA
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